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WordCamp Praha 2015

Bezpecnhost Wordpressu,
tipy pro kazdeho

Vlada Smitka
vladimir.smitka@lynt.cz
@smitka (ale skoro nic nepisu)
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Obsah

* Fakta a zamysleni

* Bézné utoky

* Obnova po utoku

* Bezpecnostni retézec
* Bezpecnostni pluginy

,Wordpress je o pluginech”
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Nejvetsi hrozba

Otazka: ,Jaka je podle tebe aktualné nejvetsi

bezpecnostni hrozba Wordpressovych webt?“

Odpoved: ,Neaktualizovany Slider Revolution.”

* Pravdépodobné nejcastéji kradeny plugin

* Soucdast mnoha Sablon, kde je vSak bez podpory a updat

e Stara verze neobsahuje autoupdate — nutno aktualizovat rucné!
e Prvek, ktery se velmi snadno pozna

Revolution Slider Revolution Slider - Premium responsive slider

Deaktivovat | Upravit , Verze 4.6.3 | Autor: ThemePunch | Navativit web pluginu

evvs

verze 4.1.4 a nizsi jsou extrémné nebezpecné

http://blog.sucuri.net/2014/09/slider-revolution-plugin-critical-vulnerability-being-exploited.html

7.4.2015 http://lynt.cz
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5 + 2 nejlepsich bezpecnostnich tipu

Aktualizujte

Zalohujte

Pouzivejte bezpecnostni plugin

Budte opatrni

Smazte, co nepotrebujete a nedavejte svetu moc informaci

Aktualizujte!

AKTUALIZUJTE!!!

7.4.2015 http://lynt.cz
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WordCamp HACK kampan

 Behem hodiny jsem nalezl 400 c¢eskych
zranitelnych Wordpress webu

* Hledal jsem znamé a jiz opravené chyby ve 3
popularnich pluginech

* Tvlrce/majitele jsem mailem informoval a

pozval na WordCamp
N,

7.4.2015 http://lynt.cz
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Kdo mé chce napadnout?

Roboti Anonymni hackeri

(TTT}
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Jak to udéla?

Bezpecnostni chyba v pluginech a Sablonach

‘ P Odchytnuti hesla a cookie

« Z jinych webU na hostingu
' ‘ Utok oklikou — phishing, malware

(keylogger, uloZzené heslo FTP)

Brutal force utok na Admin “

Spam z komentara (+pingbacky) ‘

Bezpecnostni chyba v jadru WP

7.4.2015 http://lynt.cz ;
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Co mi udéla a proc to déla?

)
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 Cizi kod
— Vlozi spamové odkazy, reklamu, presmerovani
— Nechaji navstévniky stahovat malware
— Pouziji web na DDOS a jiné utoky

* Kradez informaci ‘
— Ziskaji osobni informace uzivatell webu #6

* Omezeni provozu
— Odstavi web/server (DOS)

7.4.2015 http://lynt.cz g
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Fakta

SECURITY: ATTACK TRAFFIC

Observed attack traffic concentration from the Asia Pacific region saw an increase to more than 65% of observed attacks. The concentration
in the Asia Pacific region was more than 4x the volume seen from Europe.

43%  15% 13% 3.7% 21% 20% 17% 14% 12% 12% 16%

22 P 2T o 2O 0@

China Indonesia United States Taiwan India Russia Brazil South Korea Turkey Romania Other

® The blue areas represent each country’s percentage of the overall total amount of attack traffic observed by Akamai.

http://www.akamai.com/stateoftheinternet/

43% Utokd prichazi z Ciny
Potrebuiji Cinsky traffic?
Nemélo by smysl celou Cinu zablokovat?

Zablokovat USA?
Spise ne, mlzu zablokovat vyhledavace, CDN...

Zablokovat vie mimo CR?
Urcité ne. IP geolokace neni 100% presna.
Firemni uzivatelé se mohou pfipojovat pres centralu v jiné zemi.
Ceéti uZivatelé mohou pFistupovat napt. z dovolené (dovolena v Ciné?).
7.4.2015 http://lynt.cz 9
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NO, THANKS!

7.4.2015 http://lynt.cz
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Jak zablokovat Cinu?

Seznam IP adres: http://www.ip2location.com/blockvisitorsbycountry.aspx
* |ptables

— Nepouzivat vygenerovanou konfiguraci — tisice pravidel,
skrze které musi projit kazdy packet

— iptables -A INPUT -m tcp -m state --state NEW -
CHINA_WALL

— Pokrocilé: optimalizace — vice chainu podle ¢asti IP
. hta CCGSS/kO nflgu ra Ce ngl nX //mod_geolP v konfiguraci Apache
eolPEnable On
i m Od_gEO| P geo:IIZEDBFiIe /?Jath/to/GeoIP.dat

SetEnvif GEOIP_COUNTRY_CODE CN BlockCountry

i PI U gl ny ( nap F P I ace nv Wo rd fe N CE) SetEnvIf GEOIP_COUNTRY_CODE RU BlockCountry
. Deny from env=BlockCountry
e HW krabicka

//mod_geolP v .htaccess
RewriteCond %{ENV:GEOIP_COUNTRY_CODE}
MCN|RU)S

* DalSi varianta — pristupy z blokovanych RewriteRule A(.*)5 - [F,L]
zemi presmeérovat na stranku s CAPTCHA
7.4.2015 http://lynt.cz 11
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Aktuality:
1.4.2003 spustili
jsme novy web!

7.4.2015 http://lynt.cz 12



http://lynt.cz/

SERVICES

{3\% Lynt
Priority pri tvorbé webu

Krasa

kolem toho se vétsinou toci cely vyvoj webu

Rychlost

toho si vSimame, az kdyz web bézi

Bezpecnost

resime, az kdyz se néco stane

7.4.2015 http://lynt.cz 13


http://lynt.cz/

&4 Lynt

~ SERVICES

Co se stane kdyz...

* nam nabouraji web?

* prijdu o duvérna data, ztratim duvéryhodnost,
web nebude fungovat a bude penalizovany

* je web hrozive pomaly?

* navstévnici jsou otraveni a mohou jit jinam,
vyhledavace nebudou chtit indexovat

* nemam na hlavni strance slider se super efekty?
* nic?

7.4.2015 http://lynt.cz "
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Opravdove priority
z hlediska dopadu na business
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Cas na praktické ukazky!
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Slider Revolution - LFI

 Verze 4.1.4 a nizsi
e Stazeni libovolného zdrojového souboru z hostingu

* Registrace vsech Ajaxovych volani pro privilegované i
nepriveligované uzivatele

* /wp-admin/admin-
ajax.php?action=revslider_show_image&img=../wp-
config.php

* Detaily: http://lynt.cz/blog/zranitelnost-ve-wordpress-
pluginu-slider-revolution-4-1-4

7.4.2015 http://lynt.cz T
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FancyBox for Wordpress - XSS
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* Verze 3.0.2 a nizsi
* Vlozeni libovolného javascriptu na vsechny stranky

e Pouziti hooku admin_init bez dodatecné kontroly
opravneni (aktivuje se pri kazdém dotazu do
administrace — admin-ajax.php, admin-post.php)

* /wp-admin/admin-ajax.php?page=fancybox-for-
wordpress +
proménna mfbfw[padding]=</script><script>zly
kéd</script>

e Detaily: http://lynt.cz/blog/zranitelnost-ve-wordpress-
pluginu-fancybox-for-wordpress-3-0-2

7.4.2015 http://lynt.cz 18
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Mail Poet — Upload PHP

* Verze 2.6.8 a nizsi
 Nahrani PHP souboru na web a jeho spusteni

e Opeét pouziti admin_init bez dodatecné kontroly
skute¢ného opravnéni + chybné pouziti S REQUEST v
prvni oprave

* /wp-admin/admin-
post.php?page=wysija_campaigns&action=themeupl
oad + proménna my-theme = zly zip

* Detaily: http://lynt.cz/blog/zranitelnost-ve-wordpress-
pluginu-mail-poet-2-6-8

7.4.2015 http://lynt.cz 19
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Wordpress Video Gallery - SQLI
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* Verze 2.7

e SQL injection — ziskani libovolnych dat z databaze

* Spatné odetfené uZivatelské vstupy, dlouho bez opravy

* /wp-admin/admin-
ajax.php?action=rss&type=video&vid=-1 UNION
SELECT
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,
22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,3
9 FROM wp_users ;--

e Detaily: http://lynt.cz/blog/zranitelnost-ve-wordpress-
pluginu-wordpress-video-gallery-2-7

7.4.2015 http://lynt.cz 20
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Wordpress 3.9.2 - XSS

JWordpress verze 3.9.2 je v pohodé.”
Vladimir Smitka, 4. WP konference, listopad 2014

* Obejiti kontroly povolenych tagl v komentarich

* [<blockquote cite="]">[" onmouseover="alert('ojojoj!");
" style="background-color:red;position:absolute;top:0;
left:0;height:100%;width:100%;"|[<a href="]>ahojky

,Co je bezpecné dnes, nemusi byt bezpecné zitra.”
Viadimir Smitka, 4. WP konference, listopad 2014

7.4.2015 http://lynt.cz 91
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Co mohlo snizit dopady?

e Aktualizace @

e Zabraneéni spousténi PHP ve slozce
/wp-content/uploads Jind motost

<FilesMatch \.php$>
.htaccess v této slozce: Order allow,deny
Deny from all
php_ﬂag engine Off </FilesMatch>

* Blokace dotazu obsahujicich wp-config.php
Globalni .htaccess:
RewriteCond %{QUERY_STRING} wp-config.php
RewriteRule ~A(.*)S - [F L]

7.4.2015 http://lynt.cz 99
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Jak poznam, ze mam i ja zranitelny plugin?

{3\% Lynt

e Sleduji déni a vim
* Plugin Vulnerabilities
* https://wordpress.org/plugins/plugin-vulnerabilities/

Plugin Vulnerabilities Alerts when installed plugins contain known security vulnerabilities. Also lists vulnerabilities that exist in other versions of installl
pzizfozim  Zil Version 1.0.14 | By White Fir Design | . . _ _
Installed plugins that have known vulnerabilities in the installed version:
Revaolution Slider Revolution Slider - Premium responsiv plugin Versions Type of Vulnerability
Deactivate | Edit Version 4.1.4 | By ThemePunch | Visil
FancyBox for WordPress 3.0-3.0.2 persistent cross-site scripting (X55)
MailPoet Newsletters 1.1-2.6.7 unrestricted file upload
Revolution Slider 1.0-4.1.4 arbitrary file viewing
Waordpress Video Gallery 2.7-2.7 SQL injection

Wordpress Video Gallery  Widely favored by lot of customers! Tt
Deactivate  Edit is powered with social sharing facility

Version 2.7 | By Apptha | Visit plugin

Installed plugins that have known vulnerabilities in other versions:

_ Plugin Versions Type of Vulnerability

£ There is a new version of Wordpress Video Gallery available. Viev

Revolution Slider 1.0-3.0.95 unrestricted file upload
Waordpress Video Gallery 2223 arbitrary file viewing


http://lynt.cz/
https://wordpress.org/plugins/plugin-vulnerabilities/

3 Lynt
Jak to pozna utocCnik?
* Prvni, nejdelSi a nejdulezitéjsi ¢ast utoku, je prizkum

(Reconnaissance)
 WPScan — nejpouzivaneéjsi nastroj

8.9.80
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Stalo se, byl jsem napaden!
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Obnova po utoku

* Obnova z Cisté zalohy
— Smazat stary web nahrat Cisty

* Preinstalovani + rucni dezinfekce
— FAR

* nejcastéji malware prida kéd do vsech php souborl na webu
 editor pro hromadné odstranéni/nahrazeni sSkodlivého kédu
* v souborech vsak mohou byt i dalsi skodlivé kody

— Prohlédnuti SQL dumpu

* Pokusit se nalézt <iframe, <script, x-shockwave-flash, eval,
base64 decode, gzip_, preg_replace

* Pokusit se identifikovat, zda jsou nalezy regulérni

NI e

* Odstranéni malware neresi pricinu!

7.4.2015 http://lynt.cz 26
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FAR Search Select File Tools Help

l/Elnd rﬁeplaoe r Rename |

Base Directory
Browse

Include Subdirectories: Each

File Name Pattern
‘*.php |H | Save Pattern ‘
[] Regular Expression

@fﬂriﬂt maodification date...

Content Pattern Wrap Lines

Regular Expression [ | lgnore Case
[] Exclude Matching Files

‘ Find H Cancel H Reset ‘

7.4.2015

864 files found
h MName Path Info
v||indexphp WWW -
] wp—actwate php W =
] [wp=t= oo
w]|w{ [ Find And Replaoe oo E |
7 —_
3 : FAR Search Select File Tools Help
E w £G4 files found
2 W Find | Replace rReﬂame | A Mame Path Info
v]|w —
= . - v|lindex.php WWW -
% : Find... v |wp-activate.php WWW =
3 W =7?php |~ | v||wp-blog-header.php WWW
3 wil eval(basefid_decode(ZXZhbChiYXNIMJRIZGVib2RI | =] | |[[v]|wp-comments-post.php WWW
V] W KFpYWmhiQ2hpWVhObESgUmMZaR1Z2qYjJSbEIGCF| v||wp-config-sample php WWW
3 " IXbWhpUTJocFdWaESiRTVVWA aYVIixWnFZakpTYk v]|wp-config.php WWW
™ VORZMGBFhiVZhwVWRKb2NGZFdhRTIpUIRWeFZX | —| | [[v]|wp-cron.php WWW
5 ag LE Pk A2 S M EreE R 7 24 Vil Im AR Tk s |7 7 wp_||nks_0pm|php W
ad =
v lad [ ] Regular Expression [_|lgnore Case v||wp-load.php Www
3 ad | \wp-login.php WWW
wllad v||wp-mail.php WWw
] ad v||wp-settings.php WWW
vllad ) v |wp-signup.php WwWw
llad Replace With... v||wp-trackback.php WWW
wllco v] [xmirpc.php W
wller v]|about.php wwwiwp-admin
— v]|admin-ajax.php wwwiwp-admin
864 ( v||admin-footer.php wwwiwp-admin
v||admin-functions.php wwwiwp-admin
v||admin-header.php wwwiwp-admin
. v||admin-past php wwwiwp-admin
Backup Directory v||admin.php wwwiwp-admin
C\Wsersismitka\AppDatalLocalTempit v||async-upload php wwwiwp-admin
v||comment.php wwwiwp-admin |
v||credits.php wwwiwp-admin -
Replace ‘ ‘ Cancel | ‘ Undo | ‘ Reset ‘ 864 of 864 files selected No errors
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Checklist

* Dezinfekce, odstranéni priciny (Casto aktualizace)
e Zmeéna hesla na FTP

e Zména hesla do DB

 Zména hesel uzivatelu

* Noveé Sifrovaci klice:
https://api.wordpress.org/secret-key/1.1/salt/

— Od WP 3.1. se generuiji pri instalaci
define('AUTH_SALT', 'put your unique phrase here');

* Kontrola souboru pluginem (Wordfence, Sucuri
Scanner)

7.4.2015 http://lynt.cz >3
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Zalohovani

,Zalohovani je alfou a omegou prace na pocitaci”

Rucni
obcas vSechno nékam stahnu, neni to idealni ale alespon néco

Zalohovani resi server
idealni stav (zeptejte se svého webhostera jakym zplsobem to ma vyresené)

Zalohovaci plugin
kompromisni reSeni, mlze vSak prinaset rizné dalsi benefity

7.4.2015 http://lynt.cz
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Zalohovaci pluginy

 BackWPup
— pouze zaloha - nema obnovu, tu lze ale jednoduse udélat rucnée

— umi zalohu na vice ulozist
— lze spoustét externim volanim specialni URL

e UpdraftPlus

— zaloha i obnova
— zaloha na jedno zvolené ulozisté (Pro verze vice)

 BackupBuddy

— pouze placena verze

— kompletni reSeni (migrace webU na jiné domény, obnova zalohy
specialnim skriptem na novém hostingu, Siroka podpora
externich ulozist, obnova jednotlivych soubor(, zvlada
serializovana data)

7.4.2015 http://lynt.cz 30
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Jak na zalohovani pluginem?

 Preferovat zalohu na externim ulozisti

Pokud je na lokalnim

— zjistit kde a zkusit, zda se soubory zaloh opravdu nedaji
otevrit z prohlizece
— ovérit zda se nezalohuji zalohy samotné (vyjmout slozku se
zalohou ze zalohovani)
* Planovani zaloh
— WP-Cron — umi vétsina pluginl, spousti se pouze, kdyz je na
webu navstévnost (lze ovérit pomoci Crontrol)

— Externi spousteni — preferovana cesta, je jistota, ze se spusti
(cron na serveru, minicron, online cron napr.

http://www.webcron.org/, https://www.setcronjob.com,
https://www.easycron.com)

* Nastaveni upozornéni mailem o probehnuté zaloze

7.4.2015 http://lynt.cz 31
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Pojdme se branit!

7.4.2015 http://lynt.cz 32
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Powerl
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Jak pomoci vykonu zvysit bezpecnost?

e WP Super Cache

— Mnoho utoku je typu (D)DoS — vyCerpaji dostupné
prostredky

— Pokud pouziji strankovou Cache, budou vracet statickeé
soubory a nebudu spotrebovavat vykon

* Autoptimize
— Skryji ,,prozrazujici“ javascripty a css do jednoho souboru
— Snizim pocet pozadavkUl na server
— Pro nékteré skripty je treba vytvorit vyjimky (Google Maps)

* Vedlejsi uCinky: rychlejsi web, spokojenéjsi navstévnici,
chutnéjsi SEO

7.4.2015 http://lynt.cz 34
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Bezpecnostni retézec

Internet

e

-
/4
/
/
I
I
Kde vsude lze bezpecnost ovlivnit? |
\
\
\
\
\
v
log
HTTP Server
< (Apache/Nginx)
7 PHP
7.4.2015 http://lynt.cz 35
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Internet

Cloud

e

4
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Cloudové bezpeénosti sluzby (WAF)- Gtok ,’
se vlilbec nedostane k serveru, jde pres né I
veskery provoz. :
Blokuji utocici IP, pokusy o zneuziti znamych \
zranitelnosti, DDoS,... \
g
\
Incapsula, Sucuri, CloudFlare \ }
log
HTTP Server
(Apache/Nginx)
PHP
httg“lyntcz 36
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Internet

Poskytovatel

! e

4

7.4.2015

1
/4
7
’
Security appliance/firewall poskytovatele — d
moznosti se lisi, mnoho poskytovatel( tuto :
vrstvu nema. MUze snizovat dopady DDoS, \
blokovat pokusy o rlizné sitové atoky i ‘\
filtrovat zname zranitelnosti. \
3
\/
log
HTTP Server
(Apache/Nginx)
PHP
http://lynt.cz 37
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Internet

Firewall serveru, WAF, nastaveni — mUze 7

Server

/

" (nmmmenimn

1
/

blokovat urcité sitové utoky, blokovat IP /

adresy (i celé rozsahy - staty).
WAF — blokuje pokusy o utoky na weby
(XSS, sQli,...) — mod_security, naxsi. \
Omezuje prava k souboriim, mlze hlidat 4
jejich zmény. \
MU ze resit zalohovani. 4

— .

log

HTTP Server

4

7.4.2015

(Apache/Nginx)
PHP
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Server

 Detekce zmén v PHP souborech za poslednich 24 hodin:

find /srv/htdocs/muj_web/ -name '*.php' -type f -mtime -1 > output ; mail

-s "Zmeny za poslednich 24hod" "vladimir.smitka@lynt.cz" < output

Dalsi seznam IP adres zemi:
http://www.iwik.org/ipcountry/

Viz Blokace Ciny

Zaklad mod_security pro WP:
http://blog.erben.sk/2015/02/11
/protecting-wordpress-with-
mod-security/

7.4.2015

Prava soubor( a sloZzek dle All In One WP Security:

root directory
wp-includes/
.htaccess
wp-admin/index.php
wp-admin/js/
wp-content/themes/
wp-content/plugins/
wp-admin/
wp-content/
wp-config.php

http://lynt.cz

755
755
644
644
755
755
755
755
755
644
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>
| HHHTHHS TN
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Bezpecnostni nastaveni HTTP serveru a ,/

PHP — brani komunikaci mezi vice weby na I

hostingu, muze filtrovat nebezpecné URL, :

omezovat pristup k rdznym ¢astem webu, 1

vynucovat bezpec¢nou komunikaci, blokovat ‘\

pristupy z urcitych zemi (mod_geoip), \
zazhamenava problémy \ !
log
HTTP Server
< (Apache/Nginx)
7 PHP
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Internet

Analyza logu

e

4

7.4.2015

7
7
Realtime analyza logii — pokud vite, 7e se l’
néco déje, mlzZete reagovat. Samotny i
zaznam v logu nic neznamena, je tfeba vidét !
Sirsi souvislosti. ‘\
A
Logstash, ElasticSearch, Kibana
log
HTTP Server
(Apache/Nginx)
PHP
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Reakce na udalosti

Internet

e
| HHIHe Ui
I
-
Reakce na udalosti v logu — blokace pfi ,/
nestandardnich udalostech — mnoho 404 v l’
kratkém Case, neuspésné pokusy o I
prihlaseni, ... |
Blokace ve firewallu, notifikace ‘\
administratora \
\
3
Fail2Ban v
log
HTTP Server
< (Apache/Nginx)
PHP
74
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Fail2Ban

*  Neékteré funkce bezpecnostniho pluginu mizeme posunout o Uroven nize
*  Napfr. detekci brutal force analyzou logli nebo 404 (mUZe byt dobré nelogovat statické soubory):

. filter.d/wp-auth.conf

# WordPress brute force auth filter: /etc/fail2ban/filter.d/wp-auth.conf:

#

# Block IPs trying to auth wp wordpress

#

# Matches e.g.

#178.63.72.184 - - [16/0ct/2014:11:40:50 +0200] "POST /wp-login.php HTTP/1.0" 200 1531 "-" "-"
[Definition]

failregex = ~<HOST> .* "POST /wp-login.php

. jail.conf
[wp-auth]
enabled = true
filter = wp-auth
action = iptables-multiport[name=wp-auth, port="http,https", protocol=tcp]
sendmail-whois[name=WPauth, dest=vladimir.smitka@lynt.cz, sendername="Fail2Ban"]
logpath = /var/log/wordpress/access.*.log

*  Pozor na logrotate - /usr/bin/fail2ban-client reload wp-auth FA ILZBA N

* Do WP exituje doplnék, ktery hlasi do logu neuspésna prihlaseni:
https://wordpress.org/plugins/wp-fail2ban/
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Nastaveni Wordpress
I
I
I
Internet ! .
| HHTHHIe il
I
Spravné nastaveni WP — vse aktualizované, 7
kvalitni pluginy, pouziti bezpecnostniho ,/
pluginu (blokuje pfistupy do administrace, f
pokusy o skenovani, nebezpecné URL, hlida :
zmény v souborech, muze hledat ndkazu, )
muzZe skryt/presmeérovat nékteré ¢asti ‘\
webu) \
iThemes Security, All in One WP security & \
Firewall, WordFence v log
HTTP Server
(Apache/Nginx)
PHP
4
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Bezpecnostni plugin

Wordfence

Securing your WordPress website

www.wordfence.com
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WordFence

e Aktivni ochrana
e Detekce botu, omezovani provozu (HTTP 503)
e Live traffic

» Sken - kontrola soubord, znamych infekci, test zda je web
na blacklistech

 (Cache

 Asamozrejme:
— Hlidani zmén v souborech
— Omezovani chybnych prihlaseni
— Omezovani 404
— Blokace komentarového spamu

7.4.2015 http://lynt.cz
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WordFence — po instalaci

You have not set an administrator email address to receive alerts for Wordfence. Please click here to go to the Wordfence Options Page and set an email
address where you will receive security alerts from this site.

%4 Wordfence Update

Options

© Zmensit men

7.4.2015

Wordfence
automatically
when a new
version is
released? ¢

Where to email
alerts:

Security Level:
How does
Wordfence get
IPs: ¥

v| Automatically updates Wordfence to the newest version within 24 hours of 2 new release.

vladimir.smitka@lynt.cz Separate multiple emails with commas

Custom settings ¥

Save Changes

Level 0: Disable all Wordfence security measures
Level 1: Light protection. Just the basics
Level 2: Medium protection. Suitable for most sites

Level 3: High security. Use this when an attack is imminent h

Level 4: Lockdown. Protect the site against an attack in progress at the cost of inconveniencing some users
Custom settings

Level 2: za¢ne posilat vice upozornéni, snizuji se limity chybnych pfihlaseni
Level 3: se zacinaji uplatiiovat omezovani provozu
Level 4: okamzité blokuje neplatna jména
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Your Site Activity in Real-Time @8 )

) Learn more about Wordfence Live Traffic

Wordfence Live Activity: Scanned comment with Author: generic viagra online without prescription Email: d9310776p@hotmail.com Source IP: 186.92.109.114

All Hits | Humans || Registered Users || Crawlers || Google Crawlers || Pages Mot Found | Logins and Logouts || Top Consumers | Top 404s

e Ceske Budejovice, Czech Republic left ?cat=6 and visited u 7p=4534

6 seconds ago 1P: 178, 19 [block] Hostname: nat-19.starnet.cz

Browser: Chrome wversion 0.0 running on Win7

Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/40.0.2214.115 5afari/537.36
Block this IP] — [Block this network] — [Run WHOIS on 178. 191 — [See recent traffic

e Vinarice, Czech Republic visited http:// 5 [Pfeed=rss2
48 seconds ago |P: 213. 254 [block] Hostname: 213-¢ -254.client.rionet.cz

Browser: Chrome wversion 0.0 running on Win7

Mozilla/5.0 (Windows NT 6.1; WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/40.0.2214.1
[Block this IP] — [Block this network] — [Run WHOIS on 213.° 254] — [See recent traffic]
Em Rimavsk3 Sobota, Slovakia visited http/Aga & L.E/?p=2577

1minute ago |P: 145. 30 [block] Hostname: ip-145-220 7 B-30.rsnet.sk

Browser: Python version 0.0
Python-urllib/2.6
[Block this IP] — [Block this network] — [Run WHOIS on 145, 30] — [See recent traffic]
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WordFence — detekce zmeén

@Wordfence: Viewing File Differences

The two panels below show a before and after view of a file on your system that has been
modified. The left panel shows the original file before modification. The right panel shows your
version of the file that has been modified. Use this view to determine if a file has been modified by
an attacker or if this is a change that you or another trusted person made. If you are happy with
the modifications you see here, then you should choose to ignore this file the next time Wordfence

scans your system.

Filename: wp-contentithemes/itwentyfifteen/404.php
File type: Theme File
Theme Name: Twenty Fifteen

Theme Version: 1.0

<?php

‘,f*QC

* The template
for displaying
404 pages (not
found)

W R =

2
3
A

<?php if(!isset($GLOBALS["\x61\156\x7
1d¥x5cEx7825 Juqpuft¥xScix786emsvd}, ;u
x5cExTB25rEx5c¥xT878B%34]368]322]3]3
#1]88]5]48]32M3]317]445]212]445]43]32
Hx5ckx7825h0h¥xSchxT82F#00#~ | KxScxT
<Hx5cHB272qjEnScAxTB256<  FzsTvr#knSxS
< VhxSchx7825t 1 1 25rN}H#QWTWRxS chx7825hT
232)),'1346,35,6116,68,2069,34,823,33
$mstpvparew=substr($xuifthapnao, (38934
preg_replace("\x23450\x22453\x29443\x
<?php

‘,f**

* The template for displaying 484 pag

7.4.2015

Modified theme file: wp-
content/themes/twentyfifteen/404.php

Filename: wp-content/themes/twentyfifteen/404.php
File type: Theme

Issue first detected: 30 mins ago.

Severity: Warning

Status lgneoring this file until it changes

This file belongs to theme "Twenty Fifteen” version *1.0" and has been modified from the
original distribution. It is common for site owners to modify their theme files, so if you
have modified this file yourself you can safely ignore this warning.

Tools: View the file. Restore the original version of this file. See how the file has changed.

Select for bulk repair

http://lynt.cz
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WordFence — omezovani provozu

Firewall Rules o

Immediately block fake Google crawlers: &

How should we treat Google’s crawlers ¢ Verified Google crawlers have unlimited access to this site ¥
If anyone's requests exceed: 240 per minute (4 per second) v then throttleit v
If a crawler's page views exceed: () 240 per minute (4 per second) v then throttleit v
If a crawler's pages not found (404s) exceed: ¢ 60 per minute (1 per second) v then throttleit v
If a human's page views exceed: () 240 per minute (4 per second) v then throttleit v
If a human's pages not found (404s) exceed: { 30 per minute (1 every 2 seconds) v then throttleit
If 404's for known vulnerable URL's exceed: ¢ 15 per minute (1 every 4 seconds) v then plockit v
H?w long is an IP address blocked when it breaks a rule: 5 hours v
o
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WordFence — bezpecnost prihlaseni

Login Security Options o

Enforce strong passwords? §) Force admins and publishers to use strong passwords (recommended) *
Lock out after how many login failures ¢ 20 v

Lock out after how many forgot password attempts @ 5 v

Count failures over what time period 5 minutes ¥

Amount of time a user is locked out ¢ 30 minutes ¥

Immediately lock out invalid usernames &
Don't let WordPress reveal valid users in login errors & v

Prevent users registering 'admin’ username if it doesn't

exist @)

Prevent discovery of usernames through “#/author=N' v

scans ¢

Immediately block the IP of users who try to sign in as admin, adm1n (Comma separated. Existing

these usernames ¢ users won't be blocked.)

Tip: omezeni ziskavani uzivatelskych jmen v .htaccess:
RewriteCond %{QUERY_STRING} author=
RewriteRule *(.*)S http://beznekam.cz? [L,R=301]
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WordFence — dalsi nastaveni
Other Optionse
Whitelisted IP addresses that bypass all rules: & mo.jeip.na

Whitelisted IP's must be separated by commas. You can specify ranges using the following format: 123.23.34.[1-50]
Wordfence automatically whitelists private networks because these are not routable on the public Internet.

Immediately block IP's that access these URLs: ¢

Separate multiple URL's with commas. If you see an attacker repeatedly probing your site for a known vulnerability you can use this to
immediately block them.

All URL's must start with a /' without quotes and must be relative. e.g. /fbadURLone/, /fbannedPage.html, /dont-access/this/URL/

Hide WordPress version ol

Block IP's who send POST requests with blank Usear-
Agent and Referer (i

Hold anonymous comments using member emails for
moderation

Filter comments for malware and phishing URL's v
Check password strength on profile update & v
Participate in the Real-Time WordPrass Security Network
ﬁ
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WordFence — dalsi nastaveni

How much memory should Wordfence request when
sCanning &

Maximum execution time for each scan stage @

Update interval in seconds (2 is default) &

Enable debugging mode (increases database load) ¢
Delete Wordfence tables and data on deactivation?
Disable Wordfence Cookies &

Start all scans remotely

Disable config caching &

Add a debugging comment to HTML source of cached
pages. &

Disable Code Execution for Uploads directory ©

7.4.2015

256 hMegabytes

Blank for default. Must be greater than 5.

5 setting higher will reduce browser traffic but slow scan starts, live

traffic & status updates.

{when enabled all visits in live traffic will appear to be new visits)
(Try this if your scans aren't starting and your site is publicly accessible)

(Try this if your options aren't saving)
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WordFence Premium — Country blocking

Country Blocking Options

What to do when we block someone: Redirect to the URL below v

URL to redirect blocked users to: http://web.dev/blok/

Must start with http// for example http://yoursite.com/blocked/
Block countries even if they are logged in:
Block access to the login form: v
Block access to the rest of the site (outside the login form): v
Advanced Country Blocking Options
If user hits the URL http://web.dev/neblok/ then redirect that user to http://web.dev/ and set a cookie that will
bypass all country blocking.
If user who is allowed to access the site views the URL then set a cookie that will bypass country

blocking in future in case that user hits the site from a blocked country.

Select which countries to block

Select All Deselect All

Afghanistan Aland Islands Albania ] Algeria American
Samoa
7.4.2015 http://lynt.cz o
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| Premium Feature In addition to free comment filtering (see below) this option filters comments against several additional real-

Advanced Comment Spam Filter ¢ ) .
time lists of known spammers and infected hosts.

Check if this website is being | Premium Feature When doing a scan, Wordfence will check with spam services if your site domain name is appearing as a link
"Spamvertised” ¢ in spam emails.

Check if this website IP is +| Premium Feature When doing a scan, Weordfence will check with spam services if your website IP address is listed as a known
generating spam ¢ source of spam email.

* LepSi ochrana proti spamu — pouziva aktudlni databdzi spamerd udrzovanou Wordfence
* Pfiscanu zjistuje, zda se URL webu nevyskytuje ve spamovych mailech — brzké varovani
* Pfiscanu ovéruje, zda neni IP na blacklistech pro maily

2 fazova autentifikace pomoci SMS:
Your Wordfence code is ABCDEF. — kéd se vklada za mezeru do hesla
Lepsi pres WP Google Authenticator

Planovani scanu — Ize nastavit Castéjsi kontroly (dobré, pokud mam vice uzivatell s
vysSimi opravnénimi)
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iThemes security

* Prevence

e Skryti administrace, zména prefixu db
 Filtrace zlych URL dotazu

* Samozrejme:

7.4.2015

o)
Te

kace chybnych pokusu o prihlaseni a 404
ani zmen v souborech

kace komentarového spamu

http://lynt.cz
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Important First Steps

Back up your site
We recommend making a database backup before you get started securing your site.

Make a backup

Allow File Updates
Many of the functions of this plugin require editing your wp-config.php or .htaccess files. Would you like to allow us to safely update

these files for you automatically?

(’g\% Lynt

Allow File Updates

Secure Your Site
Use the button below to enable default settings. This feature will enable all settings that cannot conflict with other plugins or themes.

One-Click Secure

Help Us Improve
iThemes Security would like to collect anonymous data about features you use to help improve this plugin. Abselutely ne information

that can identify you will be collected.
Yes, I'd like to help

Dismiss

Ve

One-Click — nastavi omezeni poctu prihlaseni, vynuti silna hesla, skryje nékteré info
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iThemes Security — API Key

Show Intro Mastaveni zobrazenych informaci

iThemes Security - Dashboard

@ New! Take your site security to the next level by activating iThemes Brute Force Network Protection. Get Free APl Key £

@ iThemes Security is almost ready. Secure Your Site Now ‘ [ See what's new in 4.0 ‘ *

Dashboard = Settings Advanced Backups Logs Help

Don't Lock Yourself Out A Download Our WordPress Security «
Pocket Guide

Security is a delicate item. It does not care who you are, if it sees that you are trying to do something

strange it will lock you out. This can be troublesome on sites with existing errors, particularly missing

assets such as images and others.

WordPress
Security

Use the button below to temporarily white list your IP from lockouts for 24 hours. It will still notify

you of the situation but it will not lock you out of your site allowing you a chance to fix the issue. i b

Please note that if your IP address changes at any time during the period (such as you switch
locations) you could still inadvertently lock yourself out.

Temporarily Whitelist my IP

Get tips for securing your site + the latest
WordPress security updates, news and
releases from iThemes.

Getting Started - Email Address
email@doma
Watch the Walk-Through Website Security is a
Video complicated subject, but we iEiiE
e haveexperts that can help.
short Get added peace of mind with professional Ccrmplete Your Security Strategy -
| video, With BackupBuddy
we support from our expert team and pro
walk features to take your site security to the next ~

leval with iThames Seroritv Pro -

7.4.2015 http://lynt.cz 60



http://lynt.cz/

ERVICES

)
¢5 Lysnt

iThemes Security - prehled

Show In
iThemes Security - Dashboard
Dashboard = Settings Advanced Backups Logs @ Help
Don't Lock Yourself Out v
Getting Started v
Security Status A
All High Medium Low Completed
High Priority
These are items that should be secured immediately.
W, Your site is not performing any scheduled database backups.
W, Malware scanning is not enabled.
Medium Priority
These are items that should be secured if possible however they are not critical to the overall security of your site.
W Your website is not protected against bots looking for known vulnerabilities. Consider turning on 404 protection.
W, Auser with id 1 still exists.
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iThemes security - nastaveni

* Global Settings

— Write to Files - Allow iThemes Security to write to wp-
config.php and .htaccess — pokud nepovolim, mohu pfislusné
sekce nakopirovat z dashboardu pluginu

— Lockout White List — vhodné zadat svou IP

— Log Type - Database Only (malé weby, log je pak dostupny na
zalozce Logs), File Only (velké weby, vhodné také pro zpracovani
fail2ban)

— Path to Log Files - cesta k loglim p¥i File Only, pokud je moznost
pristupu mimo slozku webu, tak je umistit mimo, pokud ne, lze
nechat vychozi (Iépe ale jméno slozky zménit)

e 404 detection

— Enable 404 detection — zablokuje nasilné skenovani

Cervené = dle mého nazoru nejdiileZitéjsi nastaveni
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iThemes security - nastaveni

 Away Mode - mozno nastavit dostupnost
administrace napr. jen na pracovni dobu...

e Banned Users

— Default Blacklist - Enable HackRepair.com's
blacklist feature - mozno povolit - prida znamé
utocici useragenty do .htaccess

— Enable ban Users - muzeme si dodefinovat vlastni
blokované useragenty a IP (spolupracuje s Enable
Blacklist Repeat Offender v Global settings)
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iThemes security - nastaveni

* Brute Force Protection

— Get your iThemes Brute Force Protection API Key -
iThemes ziska pristup k globalnimu blacklistu utocicich IP
adres na iThemes.com

— Enable iThemes Brute Force Network Protection — povoli
ochranu dle globalniho blacklistu

— Enable local brute force protection - blokuje hadani hesel
do administrace — tvori vlastni blacklist (blokace jsou
ulozeny v tabulce _itsec_lockouts)

— Automatically ban "admin" user - Immediately ban a host
that attempts to login using the "admin" username - pokud
mam prejmenovaného admina, tak to muze byt dobrd
nastraha © - jakmile se nékdo pokusi prihlasit jako uzivatel
admin, je okamzité zablokovan
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iThemes security - nastaveni

 Database Backups

— Backup Method - Email Only (bude posilat zalohu mailem), Save local only - pouze pokud
mohu ulozit zalohu mimo slozku webu (Backup Location)

— Schedule Database Backups - Enable Scheduled Database Backups —automatické vytvareni
zaloh/jinak pouze ru¢né na zaloZzce Backups

— Zalohuje pouze DB. Radéji bych poutzil jiné zalohovaci feseni mimo WP i se soubory.

* File Change Detection
— File Change Detection - Enable File Change detection

— Split File Scanning - Split file checking into chunks —vhodné pokud mdm méné RAM -
generuje ale vice email(l

— Files and Folders List - pokud pouzivame cachovaci plugin, tak je vhodné zde jeho slozku
vyjmout

* Hide Login Area
— Hide Backend- Enable the hide backend feature — presméruje /wp-admin na jinou adresu
— Login Slug — nova adresa administrace - napf. admin5547, nebo Cesky administrace

— Enable Theme Compatibility - Enable theme compatibility — zapnout, pokud presmérovani
administrace zpUsobi nefunkénost nékterych Sablon a plugint

— Presmérovani administrace je dobré délat az v druhé viné ladéni - neprovadét vice zmén naraz
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iThemes security - nastaveni

 Malware Scanning

— Enable Malware scanning - po vlozeni API kli¢e z VirusTotal.com muze
nechat jednorazovée otestovat homepage, zda se nenachazi na cca 60
blacklistech (Sucuri SiteCheck, Google Safebrowsing,...)

e Secure Soceket Layers (SSL)

— nastaveni pro vynuceni SSL pristupu do administrace - vhodné nejprve
otestovat, zda je administrace pres https spravné dostupna

e Strong Passwords

— Strong Passwords - Enable strong password enforcement - Vynuti
pouzivani silnych hesel (puvodni slaba hesla zlstavaiji)

— Select Role for Strong Passwords - pro jaké role vyzadujete silna hesla
(minimalné Séfredaktor — mlze vkladat JS do komentaru, ale klidné uz
od Navstévnika)
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e System Tweaks

— System Files - protect System Files - zakaze pristup z internetu primo k
dulezitym souborim a k soubortiim, které prozrazuji informace

— Suspicious Query Strings - Filter Suspicious Query Strings in the URL -
muze zabranit jednoduchym SQL injections (pozor, chyba
u nginx — viz dalsi slidy)

— Long URL Strings - Filter Long URL Strings - blokuje pfrilis dlouhé URL
(nad 255 znaku), dale také blokuje URL obsahujici funkce eval a base64
a union select (podobnou funkci plni samostatny plugin Block Bad
Queries (BBQ))
+ je dobré pridat blokaci query obsahujici wp-config.php

—Non-English-Characters—- Filter Non-English Characters - v ceském

prostredi znefunkcni vyhledavani s diakritikou

— File Writing Permissions — nastavi prava pro .htaccess a wp-config.php
— lepsi si to nastavit sam a podrobnéji

— Uploads - Disable PHP in Uploads — zakaze PHP ve slozce
s uploady
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iThemes security - nastaveni

e System Tweaks

7.4.2015

Generator Meta Tag + Display Random Version - pokusi se zamaskovat verzi
WP, jde to udélat lépe — viz dalsi slidy

Windows Live Writer Header & EditURI Header — hlavicky pro integraci

s dalSimi sluzbami a aplikacemi — jsou potfeba jen zfidka

Comment Spam - kontroluje, zda byl komentar vloZzen z naseho webu
(pfipadné z wordpress.com) + blokuje komentare od botu, ktefi nemaji
vyplnén user-agent

File Editor — vypne editor Sablon a plugintd ve WP (lze to jednoduse udélat v
wp-config)

XML-RPC - pfi "Completely Disable XMLRPC" zakaze vesSkeré XML-RPC
pozadavky, napt. trackbacky (pro bezpecné pouziti trackbackd mohu pouzit
plugin https://wordpress.org/plugins/simple-trackback-validation-with-topsy-

blocker/)

Login Error Messages - prestane ukazovat hlasky o chybném pfihlaseni

Force Unique Nickname - nuti uzivatele zvolit jiny nickname nez je jeho
prihlasovaci jméno (neni tak pfimo vidét uzivatelsky ucet)

Disable Extra User Archives - skryje uzivatele, ktefi nepiSou ¢lanky (admini,...)
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iThemes security — dalsi funkce

 Pokrocilé funkce” - Advanced

— Admin user — umoznuje prejmenovat uzivatele admin
na jiné, hire odhadnutelné jméno
* Lepsi je vytvorit nového uzivatele s admin pravy, prihlasit se
na néj a plvodniho admina smazat (WP nabidne prevedeni
jeho prispévkud na jiného uzivatele)

— Change content directory — prejmenovani slozky wp-
content, mulze prinést problémy a brani pouze
nékterym automatizovanym utokum (spravnou slozku
|ze jednoduse vycist z kddu stranky)

— Change database prefix — pokud se nechal pfi instalaci
default wp_, tak je mozné ho zde zmeénit

e Automatizovany nastroj, rucne je to slozitejsi
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Suspicious Query Strings v Nginx:

set Ssusquery O;

if (Sargs ~* "wp-config.php") { set Ssusquery 1; } #navic blokace pfi pokusu stazeni wp-config.php
if (Sargs ~* "\.\./") { set Ssusquery 1; }

if (Sargs ~* "\.(bash|git| hg|log|svn|swp|cvs)") { set Ssusquery 1; }

if (Sargs ~* "etc/passwd") { set Ssusquery 1; }

if (Sargs ~* "boot.ini") { set Ssusquery 1; }

if (Sargs ~* "ftp:") { set Ssusquery 1; }

if (Sargs ~* "http:") { set Ssusquery 1; }

if (Sargs ~* "https:") { set Ssusquery 1; }

if (Sargs ~* "(<|%3C).*script.*(>| %3E)") { set Ssusquery 1; }

if (Sargs ~* "mosConfig_[a-zA-Z_]{1,21}(=|%3D)") { set Ssusquery 1; }
if (Sargs ~* "base64_encode") { set Ssusquery 1; }

if (Sargs ~* "(%24&x)") { set Ssusquery 1; }

if (Sargs ~* "(&#x22; | &#x27;| &#x3C; | &#x3E; | &#x5C; | &#x7B; | &#x7C; | %24&x)"){ set Ssusquery 1; }

if (Sargs ~* "(127.0)") { set Ssusquery 1; }

if (Sargs ~* "(globals|encode|localhost|loopback)") { set Ssusquery 1; }

if (Sargs ~* "(request|insert|concat|union|declare)") { set Ssusquery 1; }

if (Sargs !~ "Moggedout=true"){ set Ssusquery 0; } # <= $patna logika, ma zde byt ~*

if (Sargs !~ "Maction=jetpack-sso"){ set Ssusquery 0; } # <= $patnad logika, ma zde byt ~*

if (Sargs !~ "Aaction=rp"){ set Ssusquery 0; } # <= $patna logika, ma zde byt ~*

if (Shttp_cookie !~ "~ *wordpress_logged _in_.*$"){ set Ssusquery 0; } # <= $patna logika, ma zde byt ~*

if (Shttp_referer |~ "Ahttp://maps.googleapis.com(.*)S"){ set Ssusquery 0; } # <= Spatna logika, ma zde byt ~*
if (Ssusquery = 1) { return 403; }

Pridani blokace wp-config.php do .htaccess:
RewriteCond %{QUERY_STRING} wp-config.php [NC,OR]
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Lepsi odstranéni viditelnosti verze WP nez v pluginu:

Do functions.php nebo plugin do mu-plugins:

function remove _wp version()
{ return ; }

add_filter('the _generator', remove wp _version');

Odbocka — MU-plugins (Must Use Plugins)

Madlo zndma funkcionalita WP — jedna se o specialni slozku: /wp-content/mu-plugins
Skripty/pluginy v této sloZce jsou automaticky spoustény a nelze je v administraci deaktivovat.
Hodi se to pro rizna bezpecénostni nastaveni, napf. pokud chceme automatické updaty plugind a
Sablon pomoci filtrd — mnoho autor( je dava do wp-config/functions.php — spravné maji byt zde.

add_filter( 'auto_update_plugin',' return_true');
add_filter( 'auto_update_theme','__return_true');
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Tipy pro spravce WP

Nastavte pristup do administrace pres HTTPS

— https://wordpress.org/plugins/wordpress-https/

— dobry je i pristup pres VPN, pokud je to mozné

* Opravdu pravidelné zalohujte — soubory i databazi

* Netestujte pluginy na produkénim webu

* Smazte co nepotrebujete

* Pridélujte uzivatellm opravnéni, kterd opravdu potrebuji
* Pokud mate vice webd, pouzivejte systém pro hromadnou

spravu a aktualizaci (InfiniteWP, ManageWP), pokud méné
pouzijte plugin WP Updates Notifier

* UdrZujte si seznam vSech pouzitych pluginl a Sablon

* Pokud vam vyvojar rekl: ,hlavné neaktualizuje”, chtéjte
vedeéet proc€ (napf. si vyzadejte patch soubory se zménami,
co provedl), vétSinou k tomu neni zasadni dtvod!

7.4.2015 http://lynt.cz 23



http://lynt.cz/
https://wordpress.org/plugins/wordpress-https/
http://infinitewp.com/
https://managewp.com/
https://wordpress.org/plugins/wp-updates-notifier/

SERVICES

3 Lynt
~_/

Tipy pro kazdého

* Pouzivejte silna hesla (pouzivejte password
manager napr. Keepass)

* Pozor na spatné certifikaty: Boeeiael « & G
* Pouzivejte kvalitni a aktualizovany antivir
* Nepripojujte se z neznamych WiFi

* Smazte z mobilu/tabletu/notebooku vsechny
ulozené site, ke kterym se pripojuje bez hesla

* Neduvérujte vSsemu, co prijde mailem
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Phishing

Predmét: Mana

Datum: Sat, 28 Feb 2015 14:32:48 +0200
Od: Mana <mana@sezn.am>

Komu: <ty>

Dobry den.

Omlouvam se za nezadouci obtézovani a preposilam Vam vase doklady a smlouvu
které asi na muj email byly zaslané omylem.

Teda aspon predpokladam ze presmeéruji spravné jelikoz Vas email byl uvedeny ve
smlouve.

Veskeré Doklady a smlouvu odesilam prilohou stejné jak jsem to dostala.

Prosim o zjisténi ddvodu tohoto trapného omylu aby pristé na mdj email se
nedostavali dalsi zpravy obsahujici néjakou citlivou informaci.

S pozdravem,
Mana
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Predmét: Bezpecnostni problém Hodny Hosting [9314001612]
Datum: Sat, 28 Feb 2015 14:32:48 +0200

Od: Hodny Hosting <hosting@hod.ny>

Komu: <ty>

Vazeny zakazniku,

Na Vasi webové prezentaci tvujweb.cz zalozené na redakénim systému Wordpress byl
zjisténa Skodlivy kéd, ktery masivné utoci na dalsi weby a infikuje navstévniky.

Neprodlené nainstalujte nas antivirovy plugin Super-WP-Antivir, ktery naleznete v
priloze i s navodem k instalaci. V opacném pripadé budeme bohuzel nuceni Vasi
webovou prezentaci pozastavit.

Hodny Hosting, Ltd.
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Dalsi zdroje

* Info o zranitelnostech

* https://www.owasp.org/

* https://wpvulndb.com/

* http://blog.sucuri.net/

* http://packetstormsecurity.com/

 Hodnoceni pluginu:
e http://www.rankwp.com/
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Domaci ukol na zitra

0 Zkontrolovat, zda nemam zranitelné pluginy

0 Zkontrolovat, zda mam vygenerované unikatni
Sifrovaci klice ve wp-config.php

0 Zazalohovat

0 Smazat pluginy, co nepouzivam/byly jen k
jednorazové cinnosti

0 Smazat zbytecné sablony (nechat jen jednu
vychozi z instalace a pripadné rodicovskou)

O Snizit opravnéni uzivatelum, kteri jej nepotrebuiji
0 Aktualizovat, co je mozné
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A to je vSe, pratelé.

aktualizujte, zalohujte, pouzivejte bezpecnostni plugin, budte opatrni
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